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Message Text 


CONFIDENTIAL 
PAGE 01 STATE 204091 
50 

ORIGIN OC-06 

INFO OCT-01 CCO-OO ISO-OO SY-04 /Oil R 

DRAFTED BY OC/S:KCKIDWELL:SMK 
APPROVED BY A/OC:WNAEHER 
A/OC-NE A : GGENDRON 
SY/FO:BFUSILIER 

042950 

P R 171614Z SEP 74 
FM SECSTATE WASHDC 
TO AMEMBASSY COLOMBO PRIORITY 
INFO AMEMBASSY BEIRUT 
AMEMBASSY NEW DELHI 

CONFIDENTIAL STATE 204091 

E.O. 11652: GDS 
TAGS: ACOM, ASEC 

SUBJECT: REPLACEMENT COLOMBO PRIVACY KEYING MATERIAL 
REF: COLOMBO 2570 

1. AS A PRECAUTIONARY MEASURE ALL PRIVACY DESIGNATED 
HW-28 CRYPTO KEYING AT COLOMBO IS BEING REPLACED. PACKAGE 
SENT UNDER REGISTRY NUMBER TN 2235. 

2. PI .EASE HAVE THE COMSEC CUSTODIAN EXAMINE THE ''ANTI- 
TAMPER" MARKING WHICH IS STAMPED ON THE EXPOSED EDGE OF 
THE HW-28 KEY TAPES. ADVISE WHETHER OR NOT THE MARKINGS ARE 
OUT OF ALIGNMENT ON REELS NOT YET PLACED IN USE. KISSINGER 


CONFIDENTIAL 
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Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 JAN 1994 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 17 SEP 1974 

Decaption Date: 01 JAN 1960 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Authority: cunninfx 
Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 28 MAY 2004 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1974STATE204091 

Document Source: CORE 

Document Unique ID: 00 

Drafter: KCKIDWELLSMK 

Enclosure: n/a 

Executive Order: GS 

Errors: N/A 

Film Number: D740260-0402 
From: STATE 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1974/newtext/t19740938/aaaabged.tel 

Line Count: 45 

Locator: TEXT ON-LINE, ON MICROFILM 
Office: ORIGIN OC 

Original Classification: CONFIDENTIAL 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 1 

Previous Channel Indicators: n/a 
Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: n/a 
Reference: COLOMBO 2570 
Review Action: RELEASED, APPROVED 
Review Authority: cunninfx 
Review Comment: n/a 
Review Content Flags: 

Review Date: 16 AUG 2002 
Review Event: 

Review Exemptions: n/a 

Review History: RELEASED <16-Aug-2002 by cunninfx>; APPROVED <04 MAR 2003 by cunninfx> 

Review Markings: 
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Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
Secure: OPEN 
Status: NATIVE 

Subject: REPLACEMENT COLOMBO PRIVACY KEYING MATERIAL 
TAGS: ACOM, ASEC 
To: COLOMBO 
Type: TE 
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